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Board of the Foreign Service Records. 
STATE–3. 

Equal Employment Opportunity Rec-
ords. STATE–9. 

Foreign Assistance Inspection Records. 
STATE–48. 

Foreign Service Grievance Board Rec-
ords. STATE–13. 

Legal Adviser Personnel Records. 
STATE–20. 

Overseas Records. STATE–25. 
Personality Cross Reference Index to 

the Secretariat Automated Data 
Index. STATE–28. 

Personnel Records. STATE–31. 
Security Records. STATE–36. 
Senior Personnel Appointment Rec-

ords. STATE–47. 
Records of the Inspector General and 

Automated Individual Cross–Ref-
erence System. STATE–53. 

Security Records. ACDA–3. This sys-
tem contains investigatory materials 
compiled solely for the purpose of de-
termining suitability, eligibility, or 
qualifications for Federal civilian 
employment, military service, Fed-
eral contracts, or access to classified 
information which is exempt from 
disclosure by the Act (5 U.S.C. 
552a(k)(5)), but only to the extent 
that disclosure of such material 
would reveal the identity of a source 
who furnished information to the 
Government under an express prom-
ise that the identity of the source 
would be held in confidence, or if fur-
nished to the Government prior to 
September 27, 1975, under an implied 
promise that the identity of the 
source would be held in confidence.
(6) Exempt under 5 U.S.C. 552(k)(6). 

The reasons for invoking this exemp-
tion are to prevent the compromise of 
testing or evaluation material used 
solely to determine individual quali-
fications for employment or pro-
motion, and to avoid giving unfair ad-
vantage to individuals by virtue of 
their having access to such material.
Foreign Service Institute Records. 

STATE–14. 
Personnel Records. STATE–31.

(7) Exempt under 5 U.S.C. 552a(k)(7). 
The reason for invoking this exemption 
is to prevent access to such material 
maintained from time to time by the 
Department in connection with various 
military personnel exchange programs.

Overseas Records. STATE–25. 
Personality Cross Reference Index to 

the Secretariat Automated Data 
Index. STATE–28. 

Personality Index to the Central For-
eign Policy Records. STATE–29. 

Personnel Records. STATE–31.
(k) Portions of certain documents in 

the following systems of records are ex-
empted pursuant to the provisions of 5 
U.S.C. 552a (j) and (k) from subsections 
(c) (3) and (4); (d); (e)(4), (G), (H), and (f) 
of 5 U.S.C. 552a.
Public Affairs Records. STATE–35. 
Privacy Act Requests Records. 

STATE–40. 

[45 FR 58108, Sept. 2, 1980; 45 FR 62426, Sept. 
19, 1980, as amended at 56 FR 6969, Feb. 21, 
1991; 59 FR 2521, Jan. 18, 1994; 61 FR 68149, 
Dec. 27, 1996; 64 FR 10949, Mar. 8, 1999; 64 FR 
18808, Apr. 16, 1999]

§ 171.33 Time limits. 
Whenever possible, the Department 

will acknowledge the request within 10 
days (excluding Saturdays, Sundays, 
and legal public holidays) of receipt of 
the request and furnish the requester 
information as soon as possible there-
after.

§ 171.34 Access to records. 
(a) Verification of personal identity. 

The Department will require reason-
able identification of individuals to as-
sure that records are disclosed only to 
the proper person(s). 

(1) Access in person. When access to a 
record is granted in person, the Depart-
ment will require a verification of 
identity by the individual; employee 
identification card, driver’s license, 
medicare card, annuitant identifica-
tion, or passport are examples of ac-
ceptable identification. 

(2) Access by mail. For individuals who 
seek access by mail, the Department 
will require verification of identity; 
comparison of signature of the re-
quester and those in the record, if any, 
will be used to determine identity. 

(3) Statement verifying identity. If an 
individual can provide no suitable doc-
uments for identification or a signa-
ture is not on record, the Department 
will require a signed statement from 
the individual asserting her or his iden-
tity and stipulating that the individual 
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understands that knowingly or will-
ingly seeking or obtaining access to 
records about another individual under 
false pretenses is punishable by a fine 
of up to $5,000. 

(b) Sensitive records. In certain cases 
where the Department determines that 
the requested record is of sufficient 
sensitivity, it may require the indi-
vidual to furnish a signed notarized 
statement verifying the requester’s 
identity. The Department will inform 
the individual at the time the record is 
retrieved whether or not such a state-
ment is necessary. 

(c) Accompanying individual. If, when 
exercising physical access to a record, 
the requester is accompanied by any 
other person, the Department will re-
quire the requester to sign a statement 
authorizing disclosure of the contents 
of record in the presence of the accom-
panying individual. 

(d) Authorized representatives or des-
ignees. When an individual wishes to 
authorize another person or persons ac-
cess to her or his records other than as 
provided in paragraph (e) of this sec-
tion, the individual shall submit a 
signed, notarized statement author-
izing and consenting to access by a des-
ignated person or persons. 

(e) Guardians. The parent(s) of any 
minor, or the legal guardian of an indi-
vidual who has been declared to be in-
competent due to physical or mental 
incapacity or age by a court of com-
petent jurisdiction, may act for and on 
behalf of said individual upon presen-
tation of appropriate documentation of 
such relationship. 

(f) Medical records. If, in the judgment 
of the Deputy Assistant Secretary of 
State for Medical Services or her/his 
designee, the release of medical infor-
mation directly to the requester could 
have an adverse effect on the requester, 
the aforementioned officer will at-
tempt to arrange an acceptable alter-
native in granting access to such 
record(s). This will normally involve 
the release of such information to a 
doctor named by the requester. 

(g) Records relating to civil actions or 
proceedings. The requirements of this 
section do not entitle an individual to 
the right of access to any information 
compiled in reasonable anticipation of 
a civil action or proceeding.

§ 171.35 Requests for amending 
records. 

(a) An individual has the right to re-
quest that the Department amend a 
record pertaining to her or him which 
the individual believes is not accurate, 
relevant, timely, or complete. At the 
time the Department grants access to a 
record it will also furnish guidelines 
for requesting amendments to the 
record. These guidelines will also be 
available in the public reading room in 
the Department of State, Washington, 
DC between 10 a.m. and 4 p.m. Monday 
through Friday, except for legal public 
holidays, or may be obtained by writ-
ing the Information and Privacy Coor-
dinator, Foreign Affairs Information 
Management Center, Department of 
State, Room 1239, Washington, DC 
20520. 

(b) Requests for amending records 
must be in writing and mailed or deliv-
ered to the Information and Privacy 
Coordinator, Foreign Affairs Informa-
tion Management Center, Department 
of State, Room 1239, Washington, DC 
20520, who will coordinate the review of 
the request to amend a record with the 
appropriate office(s). The Department 
will require verification of personal 
identity as provided § 154.5(c)(3) of these 
regulations before it will initiate ac-
tion to amend a record to ensure that 
the requester is not deliberately or in-
advertently seeking to change records 
about other persons. Such requests 
should contain, as a minimum, identi-
fying information needed to locate the 
record, a brief description of the items 
of information to be amended, and the 
nature of the requested amendment. 
The requester should submit as much 
documentation, arguments or other 
data as seems warranted to support 
her/his request for amendment. 

(c) All requests for amendments to 
records will be acknowledged within 10 
days (excluding Saturdays, Sundays, 
and legal public holidays). Whenever 
possible all requests for amendments to 
records will be reviewed within 10 days 
(exluding Saturdays, Sundays, and 
legal public holidays) of their receipt 
by the Office responsible for the record, 
and the requester will be advised of the 
results of the review. In those cases 
where the review cannot be completed 
within 10 days, the requester will be so 
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